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Cac tinh huong c6 thé phat sinh va phwong 4n xir Iy ban dau
trong cong tac bao dam an toan thong tin, an ninh mang phuc vu

Dai hji Dai bi¢u toan qudc Ian thi XIV ciia })ang
(Kém theo Céng viin sé 193/CAT-ANM ngay 12/01/2025 cuia Céng an tinh)

1. Trang thong tin dién tir Pai hoi bi tAn cong tir chdi dich vu (DdoS)

Cdch nhdn biét: Trang thong tin dién tir https://daihoidangtoanquoc.vn
chim bét thuong hodc khong thé truy cap, thoi gian tai trang tang dot ngdt, trinh
duyét bo 151 Gateway timeout, Service Unavailable (503)..; c6 mot s6 dich vu
trén web hoat dong, c6 dich vu thi khéng...

Huéng xi Iy: Kip thoi trao d6i Phong An ninh mang va phong, chong toi
pham str dung cong nghé cao - Cong an tinh d& phéi hop tiép nhan, td chic xt
ly. Péng thoi, trién khai céc bién phap k§ thuat bdo dém an ninh mang, an toan
théng tin theo cac quy dinh, hudng dan d& duoc ban hanh, bio dam duy tri hoat
dong O on dinh, an toan ctia Cong thong tin dién tir phuc vu Pai héi (theo Cong
vin s6 2705/CAT-TM(ANM) ngay 09/10/2025 cua Céng an tinh).

2, Cong/Trang thong tin dién tir ciia cac co quan Ping, Nha nude
trén dia ban tinh bi tan cong tir choi dich vu (DdoS)

Cdch nhidn biét: Cong/Trang thong tin dién tir chdm bAt thuong hodc
khong thé truy cép, thoi gian tai trang tang dot ngot, trinh duyét bao 16i Gateway
timeout, Service Unavailable (503)..; luu lugng truy cép ting d6t bién, sb luong
request toi server tang bat thudng; tai nguyén may chu bi sir dung qua muc; su
c6 khong theo quy luat binh thuong, c6 mét s6 dich vu trén web hoat dong, cé
dich vu thi khong...

Huong xir [y: D61 Gng clru ndi bd xir ly su c¢b phdi hop vé6i don vi véan
hanh, 14p tirc cb 1ap hé thdng bang Firewall hodc st dung dich vu chéng DDoS
dé loc traffic; gidi han truy cép, uu tién cac dich vu quan trong; x4c dinh IP
ngudn va loai hinh tdn cong la SYN flood hay UDP flood..; lién hé nha cung cp
dich vu ISP bd sung bing thong néu thiy can thiét.

3. M4y tinh bi nhiém virus, m3 ddc, phan mém doc hai

Cdch nhdn biét: May tinh chay cham bt thudng; thoi gian khoi dong may
tinh kéo dai hon binh thuong; céc ing dung bi treo, do hodc tu dong tt ma
khong 16 ly do; Pop-up quang cao xuét hién lién tuc, ké ca khoéng truy cdp trinh
duyét; trinh duyét bi chuyén huéng dén cac trang web la; biéu twong (icon) phan
mém, file, thu muc bi thay d6i, mét hoic xuit hién file la...

Hudng xur ly: Ngat két ndi mang d& ngin lan truyen qua may tinh khac;
khéi dong may vao ché d6 SafeMode; quét virus bang phin mém antivirus ban
quyén; g& phdn mém la, dang ngd; can nhéc cai dit lai hé didu hanh (cha y sao
luu dir liu quan trong) néu cac céng cu Antivirus khong loai bé duogc hét
malware, ransomeware..



4. Bj tan cong Phishing

Cdch nhdn biét: Tin tic thuong gri Email, SMS, tin nhén messenger,
zalo, facebook c6 dudng link la giéng nhu that nhung c6 sai khac nhé (vi du nhu
daihoidangtq.ai, daihoidangxiv.com thay vi daihoidangtoanquoc.vn), chiing yéu
cau nguoi dung déng nhap thong tin c4 nhén, yéu ciu thong tin tai khoan/mat
khau, ma OTP bét thuong. L

Hudng xir [y: Huéng din, tuyén truyén nguoi dung, dai biéu khong
nhip vio duong link hodc tai tép dinh kém, khong tra 161 tin nhén, email dang
nghi; néu da 1& nhép vao duong link hodc tai tép tin dinh kém thi 14p tirc ngét
két néi internet, xda lich str, cookie, cache trong trinh duyét, chay chuong
trinh antivirus, g& bé tng dung la, khéi dong lai may (néu dung iphone); néu
dd nhdp thong tin vao dudng link la thi ngay lap tic d6i mat khiu cua taj
khoan bi xdm nh4p va tai khoan khac dung chung mat khau do, kich hoat xac
thuc hai yéu t§ dé tang cuong bdo mat; trudng hop d3 15 nhé4p théng tin ngin
hang vao dudng dan la thi phai goi ngay cho tong dai ngan hang yéu cau khéa
te‘iri khoan, thé, tit Internet banking tam thoi, ddi mat khau, kiém tra bién dong
sO du.

5. Hé théng thong tin bi tin cong qua 16 hong irng dung, website

Cdch nhan biét: Hé théng bi tan cong mang luu luong truy cap ting dot
bién bat thudng, website phan hoéi cham, xuat hién dit liéu la trong co s¢ dit liéu,
cac hanh vi bat thuong trong log SQL Injection, xss pay loads, brute-force
login...

Hudng xur Iy: Chan 1P tAn cong qua firewall hodc WAF, cép nhat cac rule
WAF dé chin payload tan cong, rollback hé thong vé ban backup an toan néu c6

thé, cap nhét code va thu vién lén phién ban cao nhit va an toan, cap nhat
framework/CMS, kiém tra dinh ky va backup dit liéu thuong xuyén.

6. Céng/Trang thong tin dién tir bi tin cdng thay d6i giao dién

Cdch nhdn biét: Trén giao dién website bj chén ky tu, thong diép cua tin
téc (deface), xuat hién hinh anh la, noi dung phan cam...

Hudng xir Iy: Dé han ché thiét hai, rui ro khi bj tin cong deface, quan
tri hé thong phai ngit két ndi internet hodc chuyén huéng website sang ché do
bao tri dé ngan chan tin tic tiép tuc khai thac, can thiét chuyén server vé ché
dd bdo tri; sau d6 ghi nhén logfile ciia web server, hé diéu hanh, firewall;
phan tich nguyén nhan, kiém tra 13 héng bao mat (SQL injection, XSS,
uploadfile, plugin cii..), xem xét dén kha nang tai khoan quan tri bj 19, phén
mém hé théng hodc CMS c¢é 15 héng, co shell/backdoor bj cai...; sau d6 khoi
phuc hé théng, tdng cudng bao mat bang cac cach nhu: ddi toan bd mat khau
(FTP, SSH, CMS, DB..), cai dit va cdu hinh lai WAF, han ché quyén truy
cap, cip nhat cac ban va bao mit méi nhét, tit hodc gidi han céc chirc nang
upload, thuc thi ma.
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7. Khi man hinh LED, LCD pano so, ap phich dién tir bi tin cong
cheén noi dung, hinh énh trai phép

Cdch nhdn biét: Noi dung hién thi bj thay d6i ma khoéng c6 ai didu khién,
tw dong hién ra video, hinh anh la, ndi dung phan cam, quang cdo tra hinh, co
bac, thong diép chinh tri, man hinh nhip nhéy, bj bat tit hoic reset bt thuong...

Huong xw Iy: Lap thc ngét nguon dién, hodc ngit két nbi mang, tat bd
diéu khién (controller) dé dimg noi dung hinh anh bi chén; 14p bién ban sy ¢
trinh bay day du thong tin, ghi nhén hinh anh lai lam bang chimg, ghi nhan
thoéng tin, thoi gian xay ra su cb; kiém tra va ngat cac két nbi khoéng can thiét
(wifi, NFC, Bluetooth); kiém tra céc Port didu khién tir xa qua internet c6 bi m&
hay khéng (3389, 8080); kiém tra thiét bi xem cé bi két ndi tir xa qua VNC,
AnyDesk, Teamviewer, Ultraview, RemoteDesktop, Seecreen..; g& toan b phan
mém diéu khién ci, cai lai phién ban méi va sach; thay d6i mat khau truy cap
thiét bi mic dinh do nha san xuét thiét lap (88888888, 11111111,...) hodc céc
mat khau dé doan (12341234, 12345678,. ..); tat quyén truy cap tr xa néu thay
khéng cén thiét.






